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SUMMARY

Part I:Children and screens: a widely explored topic

Children's relationship with screens has been widtldied in the past few years, especially
due to the rapid growth of the internet in Franoearly 21 million homes were connected as
of September 2012. In the early 2000s barely on®oiwvo French people, aged over 15, had
an internet access (at home or at their place okubut today % of French people have an
internet connection at horhe

However, the studied behaviours are rapidly chapgiccording to the changing techniques
which develop new applications and new servicesin€aotivity tools are equally growing
thanks to portability and miniaturisation, wher@agre and more people can connect due to
the falling prices of the products...

For instance, social networks, a reference actifatythe youths on the internet, were still
relatively marginal in the early 2000s while blagsre particularly popular, especially among
teenagers. These changes have had a significargcingm the questions raised and the
answers thereto. As applications become mobiles¢heen used to access the internet and its
functions become easily portable, even in pockets.

Some dates can be used to measure the rapidihesé tthanges. Apple launched 5 versions
of iPhone between 2007 and 2012, two versions afl iBB4 million copies sold), and 4
versions of iPod (275 million copies sold). Accoglito IHS isupply, Smartphones will
represent 54% of the sale of handsets in 2013 e@d6Y% in 2016.

Windows has been upgraded from Windows XP in 2002320 Vista and Windows 7, then
up to Windows 8 in 2012. Five versions of InterB&plorer were developed within the same

! The spread of information and communication teébgies in France, Research Centre for
the Study of the Conditions of Life (CREDOC), 2011.
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period. The ever-growing interactivity of the weashchanged the internet user to a creator
and distributor of contents.

The need to protect children, teenagers and yduahssuch screens has gradually been taken
into account by governments, NGOs, schools, famib@d users themselves. Thanks to
changes in practices and reflections, informatiod awareness-creation among adults and
youths alike have been enhanced, and emphasisdplacetheir positive impacts on
socialisation, development of skills, access toutal resources and the world in general.

Part II: A strong legal arsenal and complex systems to pratechildren

The digital convergence highlights the dissonarms/een regulations and protections, and
make obsolete the differences in approaches, ardsinstitutions working in the field. The
internet, especially its international dimensioas neversed the situation.

Various regulatory and control tools have beenterkaccording to content delivery channels
(television, internet, cinema, video games, etblpw applications give rise to some
challenges which show the current limit of existprgtection tools.

The regulation of contents through signs has tousid its limits. Parental control on PCs,
beyond 8 to 10 years, is barely used, cumbersomdevague. Browsing on the internet via
tablets, Smartphones and Wi-Fi cannot be controlled

The reaction to the issue and its stakes has beerasd difficult to organise. Today, there is
no unified control and regulation authority. Actsowere categorised by public sectors, and by
missions (written, audiovisual, gaming, advertisingedia) thus favouring disorganised
interventions, barely evaluated by an external @itth Some Community hesitations have
compounded this vagueness in terms of the attitodadopt between the protection of
sensitive users and the development of these inesistThe diversity of laws and
international regulation methods calls for a jantion which is taking shape slowly.

It seems urgent and necessary to:

- Find a balance between the different rights guaed by the laws applicable in France and
which are also within the framework of European emédrnational laws;

- Create a forum for joint reflection by the play@oncerned so as to work out a transversal
and comprehensive policy on the protection of ¢childand the media, based on the rapidly
and ever changing techniques, tools and uses,refigéhence, among others, to the prospects
offered by the connected television;

- Create awareness among children, parents ameitsai

Part 1ll: Growing up in a digital world: learning, playing, creating, taking care of and
educating oneself

An inexhaustible source of knowledge, the digitakla plays a key role in education, be it in
schools, training and leisure facilities and, mgeaerally, in all education centres. Learning
and mastering these techniques are now part dbdke training under the responsibility of
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the Education ministry. Developing the use of digitechnology at schools must enable
pupils to acquire new skills which correspond te thality of a modern world, and guarantee
their chances of a better integration. Moreovee, Buropean Commission has recognised
digital technology since 2006 as one of the eigbl/"skills for education”.

The Education ministry has, therefore, gradualtggnated digital technology into its schools
and programmes, and triggered "flagship actionsl aomerous experiments. Regional
authorities have also been working along this faresometime now: almost all the regions
are involved in the development and improvementdigital access. A good number of
departments are making, sometimes, huge efforégjtip colleges with systems. Towns are
also making efforts to equip primary schools anenekindergartens.

However, as of now it is still difficult to idengifa control point, to understand the articulation
of the authorities and to identify overwhelmingnids. Without identifying good practices, it
is difficult to evaluate, promote and spread theatiomally or to guarantee that all the
children are given the same access to ICT in etucat

Digital technology is an irreplaceable gatewayh® world. Yet it cannot be entrusted with all
educational responsibilities. Although getting cected changes the method of obtaining
information, nobody knows - and little studies hde=n conducted on this point - whether
this actually changes the learning process ang, gducation.

Part IV: Infants are also screen consumers

The massification of audiovisual then digital dedc their technological evolution and
diversification, combined with the multiplicatiori contents, have facilitated access to these
contents and opened them to new users, includinmgahildren and even babies. These
users are considered to be particularly vulnerad,serious reflections must be made on the
use of these media (television, video games, coenputigital tablets, mobile phones), the
expected impacts thereof and the protective measaige taken.

In fact, this media convergence has made obsoletebbundaries achieved between the
media, the law and regulations; it has createdbajlaudience and, for the children, ushered
in a radical change in their use for educationning and entertainment, and imbricated them
with the risk of a certain confusion. A 2-to-3-yedd child has become a happy consumer of
an educational game, accessible on the internétsvparents' PC or pocket device: telephone,
tablet. A still staggering 14 months baby discoward has fun placing its finger on the screen
of a smartphone screen and seeing the impactog#sture on the screen.

Teenagers may be the preferred target of hardwaeufacturers, content creators and
advertisers, but children aged below six and, ewere, those aged below three, as well as
their parents, are now a category to be nurture@fuly because they are powerful
consumers. As early as the early months of infanciegrating these media and their
immense possibilities into the ordinary world oé thaby makes it a user and, thus, an early
and probably a long-term consumer of the devicescamtents it was accustomed to in the
pushchair. They will be so indispensable to it thah time it will consider it natural to
always have them around.

On the other hand, what will be done later, whenrttarketing campaign will be aimed at the
decision-making child to reach its parents, targethese children implies first targeting the
adults around them: parents, family, teachers vioaimg them about the usefulness of the
screens and the contents accessible with themhéintellectual and social development of
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their child, and about giving their child all thbances to succeed at school. Some initiatives,
which claimed to stimulate the development ofditdhildren, such as television channels
directly aimed at babies as from the age of six ttn@ngo downhill after being severely
criticised by parents and professionals and ai@rgsubjected to some restrictions by public
authorities. The sales arguments for other prodoctginue to use a simple and effective
register. The adults around the child play a kég o decisions on what to buy, the choice of
devices and media as well as usage. The young ok#ds and is fully dependent on the
adult. The image of the parent, who places thess teery early (which in the minds of adults
means "as early as possible") in the hands ofthid s enhanced. He/she is seen as a parent
capable of not giving up on technological innovatiftablets are particularly popular),
capable of identifying what is best for his/her@dland providing it for it; a parent who strives
for his/her child's intellectual and social devetegnt by offering it all it takes to succeed,
especially, at school and better face the compattiof life. However, the impact of this
premature use on the baby's development is ignomdikch is regrettable.

Part V:Screens and teenagers' private life: each child entitled to the protection of its
private life

The internet, with the almost-unlimited communigatiand interconnection possibilities it
offers, has significantly changed social relatiobst also the boundaries and exposure of
private life, especially for youths. Accessiblerfra lot of devices, the internet is now an
integral part of the daily life of children and tegers. It is so much so that it seems barely
realistic to dissociate the digital, "virtual" lifeom the "real" life of a teenager.

This imbrication of the digital life in the day-ttay activities of a teenager pushes him/her to
place on line a huge amount of personal informatamtessible to a vast number of users.
This poses both in a positive and negative manmerquestion of the consequences of an
intensive use of digital technology, and the manmevhich "the child's superior interest" and
the rights emanating from the International Conienbn the Rights of the Child are taken
into consideration, especially the right to thepees of its private life (Article 16).

Why choose the prism of "private life" or "intimddyp study the relations between teenagers
and screens? Private life is alternately and/orceoently envisaged as a sociological and
legal concept. Private life corresponds to a cerspiace for privacy necessary for personal
development and balance; from a legal viewpoinvagpe life is more defined than public life.
Pursuant to Article 12 of the Universal Definitimf Human Rights No one shall be
subjected to arbitrary interference with his priya¢éamily, home or correspondence, nor to
attacks upon his honour and reputation. Everyong th& right to the protection of the law
against such interference or attackSherefore, the stake is to determine what is péart
privacy in this digital era.

The right to privacy does not distinguish betwedunls and children in the broad sense of it.
Still, it can be assumed that the privacy of acthihd a teenager is more extensive and more
permeable than that of an adult. The people areudiild, its family and friends are part of
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its privacy. Therefore, it seems important to saiciprotect the child's privacy due to its
vulnerability. In fact, teenagers are barely awafeghe personal information (traces) they
leave on the internet and which may be used fomaeroial or malicious purposes. They are
the choice target of advertising companies stritmmgiake the most comprehensive lucrative
"profits" possible. The protection of a teenagprigacy may also be extended to that of those
around him/her about whom he/she may provide s@rsopal information.

The main legal texts meant to guarantee this ptioteare Convention 108 of the Council of
Europe, two European Parliament and Council divestiand the amended Data Protection
Act of 6 January 1978. However, this measure igtéidy its application is sometimes
impeded by problems of interpretation and terrébapplication.

As for the call for a "right to digital oblivion'it is recent but its implementation is still
implicit. However, this right to digital obliviorsiessential and, if implemented, would enable
every child and, later, every adult to get his er personal online data deleted. The European
Commission is working towards a necessary changgeimight.
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RECOMMENDATIONS
> Proposal 1 > Proposal 3
Putting in place a joint regulation of
children-and-teenager-oriented digitdhtegrating a delisting right into the European
policies thanks to a platform for reflectigmegulation currently in preparation.
proposals and actions involving all the public
and private sector players in the digital fieldGetting minors to recognise the right tg a
stricter protection of their privacy right to
Due to the diversity of structures, distributipablivion, delisting right.
modes, legal basis and practices, it is difficult
to work out a consistent screen-related child January 2012, the European Commission
protection policy. published a European regulation propagsal
reforming the protection of personal data,
An organisation, made up of public andnd which proposes some headway in terms
private-sector players in the digital field andf child protection. In fact, the existing data
in which the diversity of intervention fieldsprotection law is limited with regard to
and sensitivity is respected, would [behildren.
entrusted with:
> Proposal 4
» Coordinating the activities of public
and private-sector as well as nation&ncouraging self-regulation, at the
and international players international level, among private sector
« Coordinating laws, regulations anglayers in the digital field in order to
practices reinforce child protection.
» Ethics o
« Research and prospects Several self-regulation initiatives taken py

Informing and creating awarene
among professionals and the geng
public

> Proposal 2

Making visible on all sites the modalities f
reporting illegal contents and inappropri
contents or behaviours.

The reporting modalities must respect a f
defined format and position (the law h
already made it mandatory for onli
gambling).

Better informing the youths about thg¢
responsibilities in the use of the intern
Ensuring that internet users are be
informed by site creators by inserting clea

different players in the digital field (video
sgames, social networks, industries) have
already been adopted and have known wide
growth on the international scene. They have
shown their pertinence.

ofVithin this framework of international
Lfaction, supporting the organisation of| a
resources group and providing assistance
(expertise, counselling, finance, protection)
i@ public or private organisations in countries
awishing to create a hotline but do not have
hthe means, such as the Inhope network] an
international internet hotline association.
> Proposal 5

gl[[)_eveloping a multi-disciplinary  and
iikjdependent research policy on the use,
rippact and consequences of generalising| the
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and more visible messages.

use of digital technologies to children.

Such knowledge is needed to define the s
or long-term actions to take, the priorities
define, and the recommendations to mak

development, health, education, etc.

terms of children's cognitive and soc

hort
to
2 in
ial

> Proposal 6

Ensuring that the main people involved
children's education are given adequ
training on ICT (teachers, educators, actiy
leaders, etc.), including creation of awaren
on risks, information on the systems
protection, access to culture and
knowledge.

Too many costly initiatives aimed

deploying digital resources at schools, in
cultural, healthcare, and recreational fie
fail due to lack of adequate training actus
given to the persons involved. TH
contributes to an image of confusion 3
improper use of these significant resources

> Proposal 7

Offering the police more and system3g
training on the specificity of the proceduf
(receiving complaints, searching f
evidence) pertaining to cybercrime in whi
children may be involved as offenders
victims.

> Proposal 8

Modifying Law 2010-476 of 12 May 2010 (|
on the introduction of competition in af
regulation of online gambling so as
integrate the obligation in all advertiseme
to indicate that gambling is forbidden
people below 18 years.

> Proposal 9
imtroducing a

ithius, protect children from adverts inser
as$o video games.
of

ldsProposal 10
iy

retipulations of CSA (a French regulati
sauthority) on the protection of children a
teenagers against

tidevelopment” (using the signs required
eGSA, protecting minors participating

cbffering protection against advert-induc
qressure).

The system currently used by Arte does
offer an equivalent protection, as was noti
by CSA in 2004.

)

toontrolled by CSA, rather it is sole
ntaonitored and controlled by its sharehold
tbwithout any intervention from the publ
authority, including the

authorities in charge of

regulation in the country where it

Treaty).

law to give a bindin
adlémension to existing recommendations and,

tBuch adverts are rapidly growing but f

iExtending to the television channel Arte t

"audiovist
communication services programs that n
hamper their physical, mental and mag

otelevision programmes, protecting infan
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