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INTRODUCTION

The sexual abuse and exploitation of children through ICTs is one of the worst and fastest-growing areas of computer-related crime globally. These ICT crimes are a violation of children’s human rights under the Convention on the Rights of the Child and international instruments. These crimes also undermine national and international social and economic development, and the cultural and ethical fabric of all societies. To prevent this exploitation requires strong, urgent and concerted action at international and national levels, by Governments, by the ICT industry and by children’s NGOs.  The Geneva Declaration of Principles and Plan of Action refer to the need for WSIS to provide for the protection of children and young people:

· The Geneva Declaration of Principles: Our Common Vision: Section A, article 11 recognises that “young people are the future workforce and leading creators and earliest adopters of ICTs”, must be “empowered as learners, developers, contributors, entrepreneurs and decision-makers”, and states the commitment of the parties to “ensuring that the development of ICT applications and operation of services respects the rights of children as well as their protection and wellbeing”.

· The Declaration of Principles Section B10, article 59 refers to the need for all actors in the Information Society to act against and to prevent “abusive uses” of ICTs including “all forms of child abuse, including paedophilia and child pornography, and trafficking in, and exploitation of, human beings”. 

· The Geneva Plan of Action, Section C10: Ethical dimensions of the Information Society, article 25 refers to the need for the Information Society to be subject to universally held values and calls on all actors to enact the principles outlined in the above cited article 59. 

Given the converging interests and responsibilities of the ICT industry, member States and child rights NGOs in protecting children and young people through these new technologies, WSIS is an appropriate mechanism and venue for establishing global principles, standards, lines of action, monitoring and reporting mechanisms in this area. 

In the following summary of proposed text, new text is in bold and is numbered according to the version of the draft available 

SUMMARY OF PROPOSED TEXT

1. With regards to the Political Chapeau

There needs to be a specific and distinct article in the Tunis text on children and young people, which reaffirms and carries forward the commitments made at the Geneva WSIS, in particular in the:

· Declaration of Principles (Articles 11 and 59), and;

· Geneva Plan of Action (Articles B7, C2-9a and C10-25c). 

There is also a need to reaffirm the special rights, role and needs of children and young people in the Information Society, and that these should be addressed in any WSIS implementing mechanism from a rights-based approach. This also reflects the commitments to protect children and young people made by member States in ratifying the Convention on the Rights of the Child and its optional protocols. 

So far there is no text in the Tunis draft which adequately reaffirms or advances the commitments made by member States to child rights and protection in the Geneva Declaration or under United Nations’ international instruments. We propose that Article 11 of the Political Chapeau of the Tunis Commitment should address the rights, roles and needs of children in the Information Society (as did Article 11 of the Geneva Declaration of Principles), and that this should stand as a separate article.  Thus the needs of other groups mentioned in the existing text should be addressed in subsequent articles. 

Proposed text for the Political Chapeau: 

NB: New text is in bold
11. [new]

To that end, we reaffirm our commitment to ensuring the benefits of ICT reach all children and young people, as leading consumers now and primary shapers of ICT for the future. We shall pay special attention to ensuring the protection of the rights and wellbeing of children and young people in the expansion of ICT access, in the development of applications and in the operation of services.
2. With regards to Chapter 1 – Implementation Mechanism

There is a need to include text in the Tunis declaration which provides an operational and implementing rationale and framework for the Geneva Declaration of Principles and Plan of Action regarding:

· Human rights (Principles: 1, 3-5, and 58);

· The ethical dimensions of the Information Society (Principles: 56-59; Action 25a-d);

· And, in particular, on child rights and protection (Principles: 11 and 59; Action 7,9e and 25c). 

So far there is nothing in Chapter 1 which addresses this or which provides the rationale for a child protection Action Line within the post-WSIS implementing mechanism. Our proposed text redresses this shortfall regarding child rights and protection as well as the need to acknowledge the fundamental role of international human rights standards, conventions and instruments in the development of the Information Society and ICTs for Development. 

Proposed text for Chapter 1:

NB: New text is in bold
5. [add ‘rights’]

We reaffirm that, through the cooperation and partnership of all stakeholders, it will be possible to succeed in our challenge of harnessing the potential of ICTs as a tool to achieve the development goals of the Millennium Declaration and thereby to continue improving the rights, social welfare and development of all human beings.

6 [add ‘universal human rights’]

We are committed to achieving the indicative targets, set out in the Plan of Action, that serve as global references for improving connectivity and access in the use of ICTs in promoting the objectives of the Plan of Action, to be achieved by 2015, and to using ICTs as a tool to achieve universal human rights and the development goals of the Millennium Declaration, by:

6h [new]

Incorporating policies and self-regulatory, co-regulatory or other effective frameworks to protect children and young people from abuse and exploitation through ICTs into national plans of action and e-strategies.
3. With regards to Chapter 2 – Financial mechanisms 

Expanded access to ICTs is important to the development and dignity of children and young people, especially those in developing countries and among marginalised groups. But expanding access to ICTs also expands exposure to the risks of abuse through ICTs, especially among children already vulnerable to sexual and other exploitation. So it is vital that policies and measures to protect children and prevent their exploitation through ICTs are built into ICT for development programmes at all levels and by all actors – governments, donors, private sector, international organisations and civil society. This is particularly important as children and young people comprise a significant and growing proportion of the populations of many developing countries, and thus are likely to be leading recipients of and affected by ICT for development.

Proposed text for Chapter 2:

NB: New text is in bold

28. [add ‘and that exercise social responsibility’]

We underline that market forces alone cannot guarantee the full participation of developing countries in the global market for ICT-enabled services. Therefore, we encourage the strengthening of international cooperation and solidarity aimed at enabling all countries, especially those referred to in paragraph 16 of the Geneva Declaration of Principles, to develop ICT infrastructure and ICT-enabled services that are viable and competitive at national and international levels, and that exercise social responsibility. 
33. Alt 1: [[We recognize that there are a number of areas lacking adequate financing as well as related approaches that are more coherent and consolidated.] 

Alt 2: [We recognize that there are a number of areas where the current approaches to ICT for development financing have devoted insufficient attention to date.] 

These include:

33g [new, same section to follow 33f] 

Developing infrastructure, content, services, training and education that will ensure children and young people are protected from abuse and exploitation through ICTs, as an integral part of the expansion of access to ICTs for development. 

36. We acknowledge the following prerequisites for equitable and universal accessibility to and better utilization of financial mechanisms: 

36j [new]

Ensuring that national and regional ICT for development policies, programmes and regulatory frameworks uphold and advance universal human rights, the rights and wellbeing of children, and the principle of non-discrimination, as outlined in the United Nations’ charter and international conventions.

37.
We recommend improvements and innovations in existing financing mechanisms, including:

Article 37n [new] 

Conducting assessments of the social impact on children and young people of all policies, programmes and projects for ICT for development. 

4. With regards to Chapter 3 – Internet Governance 

There is a need to include text in the section on governance which recognizes that ethics and universal human rights are the foundation for the development of the Information Society and its governance. The text is needed to provide Action Lines for the Geneva Declaration articles on the ethical dimensions of the Information Society, on human rights, and on child protection. Included here is the call for a child protection Action Line to form a multi-stakeholder team within any post-WSIS implementing mechanism. 

Proposed text for Chapter 3

NB: New text is in bold

Ethical dimensions [new]

We reaffirm the fundamental importance of ethics for the Information Society and its governance. The use of ICTs and content creation should respect human rights and dignity in conformity with relevant international instruments. 

Child protection [new]

We reaffirm that ensuring the rights, participation and protection of children is a fundamental principle of the Information Society and its governance.  We call for a global, multi-stakeholder team on child protection to be established to address policy, regulations, research and development, and systems of cooperation. 

5. With regards to Chapter 4 – The Way Ahead 

No additional text is proposed for this chapter. However, ECPAT International supports the proposal for a WSIS implementing mechanism of multi-stakeholder working groups to be coordinated by an appropriate UN agency and reporting regularly to the UN Secretary-General. 

6. With regards to the Annex – Action Lines

There is a need to identify an Action Line for child protection which deals both with ICT applications and the ethical dimensions of the Information Society. We propose a child protection Action Line to form a multi-stakeholder team within any post-WSIS implementing mechanism. Such a team could begin work promptly, regardless of the WSIS implementing structure chosen.

The ITU should coordinate this multi-stakeholder child protection team, with the support of an appropriate child rights organization to provide the rights-based framework for its work. The team should be open to participation by governments, the private sector, civil society and international organisations with relevant expertise and interests. 

Proposed text for the Annex:

NB: New text is in bold
C7/C10
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BACKGROUND

· ECPAT International

ECPAT is a network of 73 groups in 67 countries working to End Child Prostitution, Child Pornography and the Trafficking of Children for Sexual Purposes. Our international Secretariat is based in Bangkok, Thailand.

We work with member and affiliate groups, civil society partners, Governments and international agencies to implement the Agenda for Action against Commercial Sexual Exploitation of Children. ECPAT is also mandated to monitor and report on the implementation of the Agenda for Action by its 161 signatory States. 

ECPAT International is an NGO in special consultative status with the UN Economic and Social Council (ECOSOC). We also co-chair the Subgroup against Sexual Exploitation of Children of the NGO Group on the Convention on the Rights of the Child.  

The ECPAT International Secretariat is coordinating the research and contributions on the topic of violence against children in cyberspace for the UN Secretary-General’s Study on Violence Against Children.

With the Children’s Charities Coalition for Internet Safety (UK), ECPAT International runs the make-IT-safe.net campaign which lobbies the ICT industry and Governments to take responsibility for protecting children from abuse and exploitation through ICTs.  The campaign is backed by the UN Special Rapporteur on the Sale of Children, Child Prostitution and Child Pornography; by ICT companies including America Online, British Telecom, Microsoft and Vodafone; and by civil society and corporate supporters in more than 30 countries.  

· ICTs and child protection 

On a global scale, children and young people represent one of the largest groups of users of new information technologies – especially of the Internet, email, peer2peer communications, newsgroups, chat rooms, instant messaging, web cams and mobile phones.  They also represent about half the population of developing countries which are the target recipients for most ICT for Development. These developing countries are already experiencing the biggest growth in mobile phone markets, especially in Africa and Asia, and rapid expansion of Internet access. 

These new technologies offer many opportunities and benefits to children and young people as leading users of ICTs, but they also pose dangers, including: 

· An explosion in the production, distribution and use of child pornography through the Internet and other interactive technologies such as peer2peer networks and mobile phones;

· More sexual abuse and exploitation of more children and young people to produce this child pornography;

· The development of sexual ICT crimes against children as a global criminal activity worth billions of dollars each year, increasingly linked to organised gangs, and to the trafficking and prostitution of children and to child sex tourism. 

· The stalking and ‘grooming’ of children and young people for sexual abuse by adults through chat rooms and mobile phones, which can lead to actual sexual abuse and sometimes worse. 

· The exposure of children and young people to illegal and dangerous images and messages through ICTs, including pornography and incitement to violence, race hate, self-mutilation and suicide. 

These dangers can only increase with 3G technologies.

The sexual abuse and exploitation of children through ICTs is one of the worst and fastest-growing areas of computer-related crime globally. These ICT crimes are a violation of children’s human rights under the Convention on the Rights of the Child. To prevent them requires strong, urgent and concerted action at international and national levels, by the ICT industry and by governments. 

ECPAT believes the ICT industry must do much more to protect children than the disjointed and sporadic actions taken so far. The ICT industry, with its global reach and vast technological and financial resources, needs to look at worldwide industry standards for child protection, and at an international mechanism to set and monitor these standards as well as to research safety technologies, and to fund worldwide education campaigns in all the major languages. 

States must also do more internationally and nationally to protect children through ICTs, to uphold their obligations under the Convention on the Rights of the Child and related protocols. 

Unfortunately, too few governments have comprehensive laws which criminalise child pornography or related ICT crimes against children. These legal vacuums allow children to be exploited and abused with impunity – undermining those international frameworks and co-operation which do exist, such as the European Convention on Cybercrime and Interpol’s shared child pornography database. 

Parents, teachers and children and young people themselves have roles to play. However, the primary responsibilities for protecting children and young people in these new technologies – along with the capacity to actually make a global difference – rest with the ICT industry and with the States.
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